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Exercise Planning Guide
[For use with the Situation Manual template] 

Long-Term Power Outage
Response and Recovery
Tabletop Exercise

This Planning Guide uses the format of the Situation Manual (SitMan) template to provide exercise planners with recommendations regarding how to use the SitMan template to develop their own tabletop exercise (TTX). While the SitMan can be modified in any way exercise planners see fit, this Planning Guide helps point out the minimum degree of tailoring that planners should consider. This document is FOR OFFICIAL USE ONLY.
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Exercise OverviewBe sure to select the Core Capabilities your exercise will focus on. Depending on the focus, the scenario provided could address any of the items included here.
It is recommended that a minimum of 4 hours be dedicated to this exercise.
Depending on the specific focus of your exercise and how the exercise planning team chooses to develop it, it may relate to any of the five Mission Areas presented here. 

If you make changes, select the Mission Areas your exercise will be addressing.
Tailor this table to actual exercise information. Bold bracketed text displays the areas that MUST be filled in. All other information should be validated to ensure it is consistent with exercise planning.

	Exercise Name
	Long-Term Power Outage Response and Recovery Tabletop Exercise

	Exercise Date
	[Month/Day, Year]

	Scope
	This is a tabletop exercise (TTX) planned for 4 hours. Through a facilitated discussion, players will drive the action of the exercise, while observers witness the decisions made and processes followed. An actual energy disruption of this nature would necessitate the involvement of additional response partners, private sector partners, and activities that are not included in this exercise.

	Mission Area(s)
	Prevention, Protection, Mitigation, Response, Recovery

	Core Capabilities
	· [bookmark: _Hlk485646160]Cybersecurity 
· Economic Recovery
· Infrastructure Systems
· Intelligence and Information Sharing
· Logistics and Supply Chain Management
· Long-term Vulnerability Reduction
· Operational Communications
· Operational Coordination
· Planning
· Risk and Disaster Resilience Assessment
· Situational Assessment 

	Objectives
	1. Discuss interdependencies within the Energy Sector relevant to response to and recovery from a long-term power outage.
2. Discuss interdependencies between the Energy Sector and other lifeline critical infrastructure sectors (i.e.  Water and Wastewater Sector, Transportation Systems Sector, and the Communications Sector) relevant to response to and recovery from a long-term power outage.
3. Identify and discuss interdependencies between the Energy Sector and other critical infrastructure sectors (e.g. Emergency Services Sector, Healthcare and Public Health Sector, Information Technology Sector) [as relevant to the selected scenario] relevant to response to and recovery from a long-term power outage.
4. Discuss the human and societal impacts of long-term power outage.
5. Identify and discuss the impacts that a long-term power outage would have on fuel distribution and provisioning, including challenges surrounding fuel allocation prioritization.
6. Discuss the stakeholders and factors associated with power restoration prioritization decision-making.
7. Identify public sector emergency management, public utility, and private utility resources and functions that must be maintained or prioritized for restoration following a widespread power outage.
8. Identify avenues for public sector emergency management, public utility, and private utility stakeholders to operationally integrate during response to and recovery from a long-term power outage.

	Hazard
	Complex threat to the electrical grid.

	Scenario
	[Insert scenario summary]

	Sponsor(s)
	[Agency]

	Invited Organizations
	[Agency/Department] 
[Agency/Department]

	Point of Contact
	[Agency/Department] 
Name
Title
Email
Phone

[Agency/Department] 
Name
Title
Email
Phone





The exercise planning team should carefully consider the potential cascading impacts of a long-term power failure to help identify stakeholders who should participate in the exercise.
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[bookmark: _Toc485819630][bookmark: _Toc493239932]General Information
[bookmark: _Toc485819631][bookmark: _Toc493239933][bookmark: _Toc336506591]Exercise Objectives and Core Capabilities
The following exercise objectives outlined in Table 1 describe the expected outcomes for the exercise. The objectives are linked to the Federal Emergency Management Agency’s (FEMA’s) Core Capabilities. The objectives and aligned Capabilities are guided by the Exercise Planning Team.
Table 1: Exercise Objectives and Associated CapabilitiesIf any changes are made to the objectives presented in the template, ensure they are updated in the table.

Making changes? Ensure any changes are actionable in a discussion-based format (e.g. “Discuss…” “Describe…” “Identify…”).

Update the associated Core Capabilities based on the focus of your exercise. The objectives presented here can address any of the Core Capabilities listed, based on the discussion questions chosen for the exercise.


	Objective
	Related Core Capabilities

	1. Discuss interdependencies within the Energy Sector relevant to response to and recovery from a long-term power outage.
	· Cybersecurity 
· Infrastructure Systems
· Intelligence and Information Sharing
· Long-term Vulnerability Reduction
· Operational Communications
· Operational Coordination
· Planning
· Risk and Disaster Resilience Assessment
· Situational Assessment

	2. Discuss interdependencies between the Energy Sector and other lifeline critical infrastructure sectors (i.e.  Water and Wastewater Sector, Transportation Systems Sector, and the Communications Sector) relevant to response to and recovery from a long-term power outage.
	· Cybersecurity 
· Economic Recovery
· Infrastructure Systems
· Intelligence and Information Sharing
· Logistics and Supply Chain Management
· Long-term Vulnerability Reduction
· Operational Communications
· Operational Coordination
· Planning
· Risk and Disaster Resilience Assessment
· Situational Assessment

	3. Identify and discuss interdependencies between the Energy Sector and other critical infrastructure sectors (e.g. Emergency Services Sector, Healthcare and Public Health Sector, Information Technology Sector) [as relevant to the selected scenario] relevant to response to and recovery from a long-term power outage.
	· Cybersecurity 
· Economic Recovery
· Infrastructure Systems
· Intelligence and Information Sharing
· Logistics and Supply Chain Management
· Long-term Vulnerability Reduction
· Operational Communications
· Operational Coordination
· Planning
· Risk and Disaster Resilience Assessment
· Situational Assessment

	4. Discuss the human and societal impacts of long-term power outage.
	· Economic Recovery
· Infrastructure Systems
· Long-term Vulnerability Reduction
· Situational Assessment

	5. Identify and discuss the impacts that a long-term power outage would have on fuel distribution and provisioning, including challenges surrounding fuel allocation prioritization.
	· Infrastructure Systems
· Intelligence and Information Sharing
· Logistics and Supply Chain Management
· Long-term Vulnerability Reduction
· Operational Coordination
· Planning
· Risk and Disaster Resilience Assessment
· Situational Assessment

	6. Discuss the stakeholders and factors associated with power restoration prioritization decision-making.
	· Economic Recovery
· Infrastructure Systems
· Intelligence and Information Sharing
· Logistics and Supply Chain Management
· Long-term Vulnerability Reduction
· Operational Coordination
· Planning
· Risk and Disaster Resilience Assessment
· Situational Assessment

	7. Identify public sector emergency management, public utility, and private utility resources and functions that must be maintained or prioritized for restoration following a widespread power outage.
	· Infrastructure Systems
· Intelligence and Information Sharing
· Logistics and Supply Chain Management
· Long-term Vulnerability Reduction
· Operational Communications
· Operational Coordination
· Planning
· Risk and Disaster Resilience Assessment
· Situational Assessment

	8. Identify avenues for public sector emergency management, public utility, and private utility stakeholders to operationally integrate during response to and recovery from a long-term power outage.
	· Economic Recovery
· Infrastructure Systems
· Intelligence and Information Sharing
· Logistics and Supply Chain ManagementEnsure any additional objectives are included in the table and are linked to at least one Core Capability.

Making additions? Ensure that any new objectives are actionable in a discussion-based format (e.g. “Discuss…” “Describe…” “Identify…”).

· Long-term Vulnerability Reduction
· Operational Communications
· Operational Coordination
· Planning
· Risk and Disaster Resilience Assessment
· Situational Assessment

	[Other]
	[Other]

	[Other]
	[Other]


Remove any Core Capabilities that are not being used.

Table 2: Core Capabilities Defined[footnoteRef:1] [1:  http://www.fema.gov/media-library-data/20130726-1828-25045-9470/national_preparedness_goal_2011.pdf] 

	Core Capability
	Definition

	Cybersecurity 
	Protect (and if needed, restore) electronic communications systems, information, and services from damage, unauthorized use, and exploitation. 

	Economic Recovery
	Return economic and business activities (including food and agriculture) to a healthy state and develop new business and employment opportunities that result in an economically viable community. 

	Infrastructure Systems
	Stabilize critical infrastructure functions, minimize health and safety threats, and efficiently restore and revitalize systems and services to support a viable, resilient community. 

	Intelligence and Information Sharing
	Provide timely, accurate, and actionable information resulting from the planning, direction, collection, exploitation, processing, analysis, production, dissemination, evaluation, and feedback of available information concerning threats to the United States, its people, property, or interests; the development, proliferation, or use of WMDs; or any other matter bearing on U.S. national or homeland security by Federal, state, local, and other stakeholders. Information sharing is the ability to exchange intelligence, information, data, or knowledge among Federal, state, local, or private sector entities, as appropriate.

	Logistics and Supply Chain Management
	Deliver essential commodities, equipment, and services in support of impacted communities and survivors, to include emergency power and fuel support, as well as the coordination to community staples. Synchronize logistics capabilities and enable the restoration of impacted supply chains.

	Long-term Vulnerability Reduction
	Build and sustain resilient systems, communities, and critical infrastructure and key resources lifelines so as to reduce their vulnerability to natural, technological, and human-caused threats and hazards by lessening the likelihood, severity, and duration of the adverse consequences.

	Operational Communications
	Ensure the capacity for timely communications in support of security, situational awareness, and operations by any and all means available, among and between affected communities in the impact area and all response forces. 

	Operational Coordination
	Establish and maintain a unified and coordinated operational structure and process that appropriately integrates all critical stakeholders and supports the execution of core capabilities.

	Planning
	Conduct a systematic process engaging the whole community as appropriate in the development of executable strategic, operational, and/or community-based approaches to meet defined objectives.

	Risk and Disaster Resilience Assessment 
	Assess risk and disaster resilience so that decision makers, responders, and community members can take informed action to reduce their entity's risk and increase their resilience.

	Situational Assessment
	Provide all decision makers with decision-relevant information regarding the nature and extent of the hazard, any cascading effects, and the status of the response.

	[Other]
	[Other]

	[Other]
	[Other]


Participant Roles and ResponsibilitiesIf any additional Core Capabilities are selected, define them here.

The term participant encompasses many groups of people, not just those playing in the exercise. Groups of participants involved in the exercise, and their respective roles and responsibilities, are as follows:
· Players. Players are personnel who have an active role in discussing or performing their regular roles and responsibilities during the exercise. Players discuss or initiate actions in response to the simulated emergency. 
· Observers. Observers do not directly participate in the exercise. However, they may support the development of player responses to the situation during the discussion by asking relevant questions or providing subject matter expertise.
· Facilitators. Facilitators provide situation updates and moderate discussions. They also provide additional information or resolve questions as required. Key Exercise Planning Team members also may assist with facilitation as subject matter experts (SMEs) during the exercise.
· Evaluators. Evaluators are assigned to observe and document certain objectives during the exercise. Their primary role is to document player discussions, including how and if those discussions conform to plans, polices, and procedures.
[bookmark: _Toc336506592][bookmark: _Toc485819633][bookmark: _Toc493239935]Exercise Structure
This exercise will be a multimedia, facilitated exercise that is preceded by an introductory briefing. Players will participate in the following 4 modules to focus discussion: 
· Module 1
· Module 2
· Module 3
· Module 4

Each module begins with an update that summarizes key events occurring within that time period.
[bookmark: _Toc336506593][bookmark: _Toc485819634][bookmark: _Toc493239936]Exercise Guidelines
· This tabletop exercise will be held in an open, low-stress, no-fault environment. Varying viewpoints, even disagreements, are expected. Players are encouraged to engage in an open and frank dialogue while being respectful of other participants’ input and remaining on topic.
· Respond to the scenario using your knowledge of current plans and capabilities (i.e., you may use only existing assets) and insights derived from your training. If your response to a question comes from experience that is not currently documented in plans, please attempt to point this out.
· Decisions are not precedent setting and may not reflect your organization’s final position on a given issue. This exercise is an opportunity to discuss and present multiple options and possible solutions.
· Issue identification is not as valuable as suggestions and recommended actions that could improve response efforts. Problem-solving efforts should be the focus.
· Please silence all cell phones and/or take any urgent phone calls outside.
Exercise Assumptions and Artificialities Be sure to update this list if the scenario requires any additional assumptions and artificialities. Try to anticipate how players might try to “fight the scenario.”

In any exercise, assumptions and artificialities may be necessary to complete play in the time allotted and/or account for logistical limitations. Exercise participants should accept that assumptions and artificialities are inherent in any exercise, and should not allow these considerations to negatively impact their participation. During this exercise, the following apply:Remember to make EEGs for all of the Core Capabilities selected for the exercise. Template EEGs for the Core Capabilities in this Planning Guide are available as part of this package of template materials. To download additional EEGs, see:  https://www.preptoolkit.org/web/hseep-resources

· The exercise is conducted in a no-fault learning environment wherein capabilities, plans, systems, and processes will be evaluated.
· The exercise scenario is plausible, and events occur as they are presented.
· All players receive information at the same time.
[bookmark: _Toc485819636][bookmark: _Toc493239938]Exercise Evaluation
Evaluation of the exercise is based on the exercise objectives and associated Capabilities, which are documented in Exercise Evaluation Guides (EEGs). Additionally, players will be asked to participate in a hot wash and to complete participant feedback forms. These items, coupled with facilitator observations and notes, will be used to evaluate the exercise and compile the After-Action Report (AAR).When developing the EEGs, you’ll need to think about capability targets and critical tasks. Be sure to tailor each to your own plans, policies, and procedures.

Capability target(s): The performance threshold(s) for each core capability; they state the exact amount of capability that exercise players aim to achieve. Capability targets are typically written as quantitative or qualitative statements. The core capability description may provide a starting point for developing capability targets; however, quantitative or qualitative measures are based on the organization’s plans, policies, and procedures.

Critical tasks: The distinct elements required to perform a core capability; they describe how the capability target will be met. Critical tasks generally include the activities, resources, and responsibilities required to fulfill capability targets. Capability targets and critical tasks are based on operational plans, policies, and procedures to be exercised and tested during the exercise. In a discussion-based exercise, evaluators observe exercise players discussing or describing how critical tasks are performed. Use language like that in the objectives (e.g. “Discuss…” “Describe…” “Identify…”).
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[bookmark: _Toc336506596][bookmark: _Toc485819637][bookmark: _Toc493239939]Module 1
ScenarioThe scenario presented below is one of four scenario options included in this planning guide. The other scenario options can be found in Appendix G: Additional Scenario Options.

[bookmark: _Toc493159026][bookmark: _Toc493239941]Background information
Six months ago (N-6 months)Tailor the selected scenario in this and subsequent modules with details, such as:
· Actual place names, 
· Actual agency/organization/company names, 
· Dates and times of events, 
· Relevant population size information, and
· Any other applicable jurisdiction-specific information. 
Providing this type of concrete information will help players visualize the events and remain engaged in the exercise discussion.


State-sponsored actors successfully orchestrated a complex cyber and physical attack on a European nation’s electrical grid. The incident resulted in a long-term power outage for two-thirds of the nation. That country is still recovering today as it attempts to resolve the extent of damage caused by cascading failures. The incident gained worldwide media attention—with discussion and images trending on social media for weeks. The social and economic impacts have been devastating, and the incident has spread fear across the United States of a similar attack occurring on American soil.

Three months ago (N-3 months)
A utility provider in the United States detected a breach in their systems, removed the malware, and relayed the compromise to applicable authorities. In reaction to the discovery of that intrusion, an acclaimed journalist released an in-depth investigative story revealing other previously unpublicized cyber intrusions and attempts to attack the United States’ electrical grid by believed-to-be state-sponsored actors. The article took a leap in portraying a doomsday scenario involving an inevitable and imminent cyberattack on American intended to cause nationwide long-term disruption to critical infrastructure in the coming weeks. The journalist, all but certain that this state-sponsored attack would be magnitudes of order worse than the attack that took place in Europe, painted a dire picture of American society in the aftermath of the attack. The media outlet that carried the story saw record sales of its print publication the day it ran the story and, in the surrounding days, the journalist sat for televised interviews on all the major news networks. When nothing out of the ordinary seemed to happen, interest in the story waned after about a week. 

[bookmark: _Toc493159027][bookmark: _Toc493239942]Current Situation
This morning (N)
In what is to be believed to be an isolated incident, an individual broke into a regional distribution substation and opened fire on the main transformer, backup transformer, and control room—destroying the facility’s main components. Electricity stopped flowing in the area, leaving thousands of people without power in confined portion of your region. Local and state media outlets began reporting on the occurrence and, within two hours, national media outlets began covering the story as well, prompting the story to start trending on social media. Consider updating outage numbers to be reflective of your region’s population.


[bookmark: _Toc485819639]A few hours later (N+3 hours)
As first responders and utility providers send resources to respond to the initial event, utility providers notice a cascade of overloaded transmission lines failing in rapid succession, seemingly unrelated to the initial substation attack, leaving most of the highly populated area without power. This compounding factor complicates restoration and response efforts while amplifying confusion about the scope of the incident and the extent of cascading failures for critical infrastructure across the state. While utility providers are responding to the outage, rumors circulate that an attack like the one in Europe has begun.
[bookmark: _Toc493239943]Key Issues
· [bookmark: _Toc485819640]Public information coordination and management. 
· Communication between responding government agencies and applicable utility providers.
· Gathering and sharing of intelligence and information.
· Unknown incident scope.
· Cascading impacts to other critical infrastructure. 
Discussion QuestionsThis planning guide and the templates include a selection of discussion questions. When planning your exercise, choose which you would like players to address and delete any you would like not to focus on in your exercise.

While exercise players will be expecting a cyber element in the exercise from the exercise focus, discussion at this point should consider not having any solid evidence of a cyberattack. Encourage players to consider their role in the gathering of intelligence and the sharing of information—and ensuring all applicable agencies / organizations / companies are included.

Based on the information provided, participate in a discussion concerning the issues raised in Module 1. Identify any critical issues, decisions, requirements, or questions that should be addressed at this time.
The following questions are provided as suggested subjects that we may address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.

1. [bookmark: _Toc336506599]What is going on and what does that mean to you? What systems that you use to do your job are compromised? Which systems would still be functioning?
2. What are your general priorities for such a widespread power outage? Would they change in light of the European attack history and current public worry? If so, how and why?
3. What sources of intelligence are in play to understand the scope of the incident (e.g. fusion centers)?
4. How is information sharing managed for the gathering and sharing of intelligence? Are there any forums or mechanisms for near real-time information sharing?
5. Who are your response partners at this time?
6. What specific actions is your agency taking to facilitate intelligence gathering and information sharing? What steps do you need or anticipate your response partners to be taking?
7. How is communication handled with these response partners?
8. What information are utilities providing to your emergency management agency (EMA) at this time?
9. What information is your EMA seeking from utilities at this time?
10. What steps, if any, are relevant response partners taking to prepare for the potential for worsening/continuation of outages (i.e. examining existing response contracts)?
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[bookmark: _Toc485819641][bookmark: _Toc493239945]Module 2
[bookmark: _Toc493239946]Scenario
[bookmark: _Toc493159032][bookmark: _Toc493239947][bookmark: _Toc485819643]Later in the Day (N+6 Hours)
Information is coming out that believed-to-be state-sponsored hackers successfully gained control of 100 strategically located power generators servicing utility distributors across the region. The hackers installed InfraRode—malware capable of directly controlling key circuit breakers in generator protection systems. The compromise has gone unnoticed until today, when the hackers initiated their attack.

The damaged power grid has begun to overload causing electrical failures to cascade far beyond the immediately impacted area and into neighboring states. Phone service fails, internet is disabled, gas stations cannot pump fuel, refineries stop working, and hospitals and other heavily equipped buildings begin to operate on emergency power generation—slowly running out of fuel with every passing hour. 
[bookmark: _Toc493159033][bookmark: _Toc493239948]One Hour Later (N+7 Hours)
The public quickly becomes aware of the situation and is anxious for an explanation. The confirmation of a cyberattack, and the nearly immediate worsening of conditions, builds the rumors into genuine fear that the region is going to experience a situation similar to what they witnessed in Europe. Caught off guard and hungry for information, members of the public have been draining their mobile device batteries staving off boredom and looking for news on the outage. Meanwhile, store shelves are emptying as those with cash rush in to try to get anything that is left in stock. There is already a growing sense of disorder as the public displays signs of unrest and dismay, fearing a long-term power outage lasting several weeks with substantial economic and social impacts. 

The hackers release an ominous message that this is just the first of the attacks, causing utilities and governments across the country to be on high alert. 
[bookmark: _Toc493239949]Key Issues
· Rising public fears.
· Continuation and worsening of cascading effects prevalent in Module 1.
· Public information coordination and management.
· Identification of pertinent regulatory bodies.
· Added intelligence of a cyberattack.
· Availability of cyber expertise.
· Disaster cost recovery accounting. Make sure to include recovery topics throughout the exercise, including:
· Information needs,
· Emergency vs. permanent work, and
· Finance.

· Potential economic impact.
· Public safety challenges with attack on critical communication method.

[bookmark: _Toc485819644][bookmark: _Toc493239950]Discussion Questions
Based on the information provided, participate in a discussion concerning the issues raised in Module 2. Identify any critical issues, decisions, requirements, or questions that should be addressed now.
The following questions are provided as suggested subjects that we may address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.

1. What are your priorities and concerns now? Does the added intelligence of a cyber incident change response to the initial physical attack? What organizational plans are activated once a cyber incident is identified? For both private and public partners, is there a cyber incident-specific plan in place?
2. Are additional agencies notified in response to a cyber incident? If yes, which agencies?
3. Does your agency have a mechanism for identifying cyber threats? What is the protocol for neutralization of threats of this kind? Does it apply to utility facilities?
4. What additional information may be needed to understand which facilities and systems have been impacted by the cyberattack?
5. Does public information coordination change with the new cyber element and/or other scenario update elements? How does the coordination change/continue?
6. What cascading impacts would this incident certainly or potentially have? With cascading impacts in mind: Appendix F provides a diagram and worksheet to help exercise players visualize the cascading impacts that a long-term power failure may have on other Sectors. 

a. What impact would this incident have on other lifeline critical infrastructure sectors in your region? What additional plans may come into play as a result?
b. Within the Energy Sector, are there any initial steps to mitigate the cascading effects caused by this incident across energy infrastructure?
c. Between the Energy Sector and other critical infrastructure sectors, are there any initial steps to mitigate the cascading effects caused by this power outage across infrastructure?
d. Considering these cascading impacts, how might your priorities and concerns change? What would your agency or role be doing?
e. What limitations would the cascading impacts put on your ability to do your job?
f. How do agencies address challenges to both the availability and security of communications?
g. What key messages will be broadcast to the public? How will they be communicated when conventional communications are down? Are plans in place to describe the options for and use of survivable modes of communication?
h. How would the challenges with call and dispatch centers be managed? Is there a plan for this?
i. What are the potential cascading effects to the local economy? Are there steps that can be taken at this point to mitigate the economic impacts?
j. What potential dangers/consequences does this create for the affected community immediately following the incident? Are there any specific vulnerable populations to consider? Are agencies considering which essential services each may be able/may not be able to provide? 
7. Are utility partners designated as first responders in your state? Do any waivers or agreements need to be enacted to for them to be? If they are not, how might this impact their ability to respond, if at all?
8. Does your jurisdiction have a business emergency operations center (EOC)? If so, is it activated at this time? How is it activated? If not, how will actions with all businesses in the area be coordinated?
9. What actions can be taken to limit economic loss and facilitate recovery? Are there actions to be taken for potential support, such as a disaster declaration, Small Business Association (SBA) disaster assistance, etc.?
10. How do utility providers verify information relating to compromised systems? What are the protocols with sharing this information with public sector response partners?



11. For utility providers, does your organization have agreements or procedures to join the jurisdiction’s Joint Information Center (JIC), if one is established? 
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[bookmark: _Toc485819645][bookmark: _Toc493239951]Module 3
[bookmark: _Toc493239952]Scenario
[bookmark: _Toc493159038]Two weeks later [or N+14 Days]Consider including an actual outage number in the opening of this scenario update that is reflective of the population of your region.

Power has been able to be restored to some isolated areas across the impacted region, but a majority of those affected remain without power. The physical damage to the generator systems caused by the InfraRode attack has proven to be too great to quickly repair, with critical system components needing to be replaced.

The threat of the hackers has only manifested in one other attack in another region of a slightly smaller scope, but was followed by a message that “the big one” was yet to come.

Your EMA has worked with partners to establish shelters and feeding for much of the affected population, but many have chosen to brave unsafe roadways to leave the area for the homes of friends and relatives in other currently unaffected cities and states. Whether they will return is unknown. Your shelter workers are showing signs of stress and exhaustion after two weeks of sustained operations, and the arrival of volunteers from other areas has been a consistent challenge with the scope of the ongoing outages.

Schools have remained closed for the past two weeks; their buildings are uninhabitable without power. The schools that do have generator power have been turned into shelters. Parents have had difficulty finding reliable alternate care for their children have had to stay home from work. Your region’s largest retail employer has struggled to resume operations at its facilities in the area, leaving thousands of individuals without a source of income. Banks have not been operational in the region for two weeks. The lack of power has left railways, ports, and other crucial transportation supply chain modes unable to operate, halting operations. 

Utilities have been working tirelessly to restore power, while your EMA and other response agencies have been working to provide care for the public and continue services. Response partners are fighting an uphill battle attempting to provide for all the needs of the region. 
[bookmark: _Toc485819647][bookmark: _Toc493239954]Key Issues
· Cascading economic impacts. 
· Extended supply chain disruption.
· Escalating social impacts. 
· Damage assessment.
· Disaster cost recovery accounting.
· Challenges to provision of public services. 
· Long-term staffing. 
· Declining public confidence. 
[bookmark: _Toc485819648][bookmark: _Toc493239955]Discussion Questions
Based on the information provided, participate in a discussion concerning the issues raised in Module 3. Identify any critical issues, decisions, requirements, or questions that should be addressed at this time.
The following questions are provided as suggested subjects that we may address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.

1. Within the Energy Sector, what are the potential cascading effects at this point? How can they be addressed and further mitigated? With cascading impacts in mind: Appendix F provides a diagram and worksheet to help exercise players visualize the cascading impacts that a long-term power failure may have on other Sectors. 

a. How has the impact changed after two weeks on other lifeline critical infrastructure sectors in your region?
b. What are the current incident priorities for each of the responding agencies?
c. What key governmental services need to be provided? How are they being provided after two weeks of no power? Are there plans in place for this?
d. What essential functions need to be maintained for both private and public entities as this long-term power outage continues?
e. What new limitations would the cascading impacts put on your ability to do your job?
f. What alternative communications methods are available when conventional messaging systems are not operational due to this lasting power outage? Is there a plan for this? What messages need to be communicated? To whom? 
g. How would a power disruption like this specifically impact fuel infrastructure? Are there plans in place for this? Would fuel-specific measures, such as provisioning, be implemented?
h. What vulnerable populations need to be considered at this time? What needs are there? How are agencies addressing this need?
i. What are the region’s supply needs? How is the region obtaining these supplies considering any impacts to normal supply chain modes?
j. What are the current restoration priorities for utilities and the state? Do they differ? 
k. What organizational plans have been activated for this prolonged emergency?
l. Are there any security concerns that need to be addressed? Are there any staffing challenges for security considering the two weeks of already escalated need?
2. What are the region’s supply needs? How is the region obtaining these supplies considering any impacts to normal supply chain modes? For questions 2 and 3, consider encouraging exercise players to discuss both the reasoning behind their allocation decisions and how their decisions may be interpreted by the entities not slated for early assistance.

3. Does the state have a cache of generators to deploy to the community? If more generators are needed, how does the state procure them? How long would this take?
4. How is the state allocating these emergency power assets (i.e. generators)? How are these decisions made?
5. What information is needed to support emergency power resource allocation? How do you send and receive this information? For question 5, encourage players to discuss how they would obtain information such as the power needs of the facility, the load capacity of the generator, transfer switch details, type of fuel, etc.

6. What are the current incident priorities for each of the responding agencies?
7. What organizational plans have been activated for this prolonged emergency?
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[bookmark: _Toc485819649]

[bookmark: _Toc493239956]Module 4
[bookmark: _Toc493239957]Scenario
[bookmark: _Toc493159043] Six months later or N+6 Months Consider adding population-specific numbers to this portion of the scenario.

[bookmark: _Toc485819651]Power was able to be restored most of the region three weeks after the initial attack. Even with systems back online, the impacts of those three weeks are still present. 50% of the people who left the region have not returned, accounting for a population loss of approximately 18%. Some businesses are back up and running, but are having a difficult time recovering from the three weeks of lost income and a customer base that just hasn’t returned to its usual numbers. Many local businesses couldn’t make it and have been forced to close their doors. Two major businesses that had been openly discussing potential large-scale expansion in your region are now hesitant, with “insider” tips suggesting that they are leaning toward building elsewhere. News reports from around the country have been questioning whether the region will ever fully recover from the outage; there are even rumors of a documentary being produced to shed light on the aftereffects of three weeks without electricity. The region’s residents’ have been doing their best to remain resilient, but their confidence is regularly challenged. 
[bookmark: _Toc493239959]Key Issues
· [bookmark: _Toc485819652]Reduced tax base. 
· Challenges to local economy.  
· Escalating social impacts.
· Disaster cost recovery accounting. 
· Resumption of public services. 
· Restoration of public confidence. 
Discussion QuestionsDuring this module, encourage players to consider how recovery would be managed if the “best case” options did not play out. For example, if there was not federal monetary assistance, etc.

Based on the information provided, participate in a discussion concerning the issues raised in Module 4. Identify any critical issues, decisions, requirements, or questions that should be addressed at this time.
The following questions are provided as suggested subjects that we may address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.

1. Are there any long-term social and health impacts that need to be considered? How are they addressed? By whom?
2. How do agencies continue to address the lack of public confidence in response to this long-term power outage?
3. What actions can be taken to help revitalize the local economy?
4. How can any further economic loss be limited?
5. How can recovery from the economic loss already experienced be accomplished?
6. What actions can be taken for potential support, such as a disaster declaration, Small Business Association (SBA) disaster assistance, etc.?
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7. What does the population reduction mean for taxes and property values? What are the potential challenges associated with this?
8. How does the region operate on the reduced tax base? Do changes need to be made to services? Who makes these decisions?
9. What actions can be taken to return the tax base back to the pre-outage level?
10. Are there any applicable organizational plans for this?
11. Are there laws, standards, rules, etc. that may need to be waived or modified to facilitate recovery? What about those of other states (e.g. transportation requirements reciprocity challenges)? 
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Appendix A: Exercise ScheduleIf desired, insert a break period.

	Suggested Time
	Activity

	Varies
	Facilitator/Evaluator Briefing and RegistrationBe sure to replace these durations with a schedule of events. Depending on how many discussion questions you choose for your exercise, you may need to extend the time allotted for each module. 


	30 minutes
	Welcome and Introductory Briefing
· Participant Introductions (Players, Facilitator(s), Evaluators, Observers)
· Exercise Overview
· Agenda
· Guidelines
· Assumptions and Artificialities
· Evaluation

	30 minutes
	Module 1
· Scenario Briefing
· Discussion

	45 minutes
	Module 2
· Scenario Briefing
· Discussion

	15 minutes
	Break

	45 minutes
	Module 3
· Scenario Briefing
· Discussion 

	45 minutes
	Module 4
· Scenario Briefing
· Discussion

	30 minutes
	Hot Wash/Closing Remarks/Participant Feedback Forms

	Varies
	Facilitator/Evaluator Debrief 
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[bookmark: _Toc485819654][bookmark: _Toc493239962][bookmark: _Toc336506606]Appendix B: Invited Exercise Participants
Members of the following agencies were invited to participate in this exercise: List all invited agencies and departments.

	Invited Organizations

	Local (City/County) 

	[Agency/Department 1]

	[Agency/Department 2]

	State 

	[Agency/Department 1]

	[Agency/Department 2]

	Federal 

	[Agency/Department 1]

	[Agency/Department 2]

	Other 

	National Emergency Management Association (NEMA)
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[bookmark: _Toc336506607][bookmark: _Toc485819655]

Appendix C: Relevant Plans and RegulationsWhat plans and regulations are relevant to this exercise? Such items might include hazard- and function-specific plans, basic emergency operations plans, and continuity of operations plans, among others. If any of these references are available online, consider providing a link.

The plans and regulations listed below are associated with the response actions described in this exercise: 
 Local
· [Document name]
· [Document name]
State
· [Document name]
· [Document name]
Federal
· National Infrastructure Protection Plan 2013: Partnering for Critical Infrastructure Security and Resilience, United States Department of Homeland Security
· Energy Sector-Specific Plan, United States Department of Homeland Security, August 2015
· [Document name]
· [Document name]




[bookmark: _Toc336506608][bookmark: _Toc485819656]
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[bookmark: _Toc493239964]Appendix D: Acronyms and Abbreviations
The following acronyms and abbreviations appear in this document and/or are likely to be heard during exercise discussion. 
Be sure to revisit this list once the rest of your SitMan is complete. As needed, update this table with acronyms and abbreviations for things like agency names and hazard-specific vocabulary.

	Acronym
	Term

	AAR
	After-Action Report

	EEG
	Exercise Evaluation Guide

	EMA
	Emergency Management Agency

	FEMA
	Federal Emergency Management Agency

	HSEEP
	Homeland Security Exercise and Evaluation Program

	NEMA
	National Emergency Management Association

	SitMan
	Situation Manual

	TTX
	Tabletop Exercise
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Appendix E: GlossaryAs needed, define terms according to sources such as local plans and federal guidelines. Consider the audience for the exercise. Will there be some players with more subject matter expertise than others? Defining terms that might not be known by everyone in the exercise will help make all participants comfortable.

The following terms are defined in accordance with and exactly as defined by [name of source document].
· Term: Definition
· Term: Definition
· Term: Definition
The following terms are defined for their relevance to cyber, utility, and infrastructure elements of the scenario.Consider further defining cyber, utility, and infrastructure-related terms based on the needs of the exercise participants.

The definitions provided here are relevant to the scenario included in the body of this planning guide and the SitMan template, but may need to be modified if you choose one of the other scenario options.

· Critical Infrastructure Cyber Community Voluntary Program: helps sectors and organizations use the National Institute of Standards and Technology’s (NIST) Cybersecurity Framework by connecting them to existing cyber risk management capabilities provided by DHS, other U.S. Government organizations, and the private sector. 
· Distributed Denial of Service (DDoS): a cyber-attack that makes a machine or network resource unavailable to its intended users by temporarily or indefinitely disrupting services of a host connected to the Internet, typically accomplished by flooding the targeted machine or resource with superfluous requests in an attempt to overload systems and prevent some or all legitimate requests from being fulfilled.
· Integrated control system (ICS): a general term that encompasses several types of control systems and associated instrumentation used in industrial production technology often found in the industrial sectors and critical infrastructures.
· Malware: software that is intended to damage or disable computers and computer systems.
· Spear-phishing: the fraudulent practice of sending emails ostensibly from a known or trusted sender in order to induce targeted individuals to reveal confidential information.
· Substation: Substations transform voltage from high to low, or the reverse, or perform any of several other important functions as part of electrical generation, transmission, and distribution systems.
· Supervisory control and data acquisition (SCADA): a control system architecture that uses computers, networked data communications and graphical user interfaces for high-level process supervisory management, as well as other devices such as programmable logic controllers and discrete PID controllers to interface to the process plant or machinery.
· Transformer: an electrical device that transfers electrical energy between two or more circuits through electromagnetic induction.
The following terms are defined in accordance with and exactly as defined by The Department of Homeland Security.
· Chemical Sector: The Chemical Sector is an integral component of the U.S. economy that manufactures, stores, uses, and transports potentially dangerous chemicals upon which a wide range of other critical infrastructure sectors rely. Securing these chemicals against growing and evolving threats requires vigilance from both the private and public sector.
· Commercial Facilities Sector: The Commercial Facilities Sector includes a diverse range of sites that draw large crowds of people for shopping, business, entertainment, or lodging. Facilities within the sector operate on the principle of open public access, meaning that the general public can move freely without the deterrent of highly visible security barriers. The majority of these facilities are privately owned and operated, with minimal interaction with the federal government and other regulatory entities.
· Communications Sector: The Communications Sector is an integral component of the U.S. economy, underlying the operations of all businesses, public safety organizations, and government. Presidential Policy Directive 21 identifies the Communications Sector as critical because it provides an “enabling function” across all critical infrastructure sectors. Over the last 25 years, the sector has evolved from predominantly a provider of voice services into a diverse, competitive, and interconnected industry using terrestrial, satellite, and wireless transmission systems. The transmission of these services has become interconnected; satellite, wireless, and wireline providers depend on each other to carry and terminate their traffic and companies routinely share facilities and technology to ensure interoperability.
· Critical Infrastructure: Presidential Policy Directive 21 (PPD-21) identifies 16 critical infrastructure sectors that compose the assets, systems, and networks, whether physical or virtual, so vital to the United States that their incapacitation or destruction would have a debilitating effect on security, national economic security, national public health or safety, or any combination thereof.
· Critical Manufacturing Sector: The Critical Manufacturing Sector is crucial to the economic prosperity and continuity of the United States. A direct attack on or disruption of certain elements of the manufacturing industry could disrupt essential functions at the national level and across multiple critical infrastructure sectors.
· Dams Sector: The Dams Sector delivers critical water retention and control services in the United States, including hydroelectric power generation, municipal and industrial water supplies, agricultural irrigation, sediment and flood control, river navigation for inland bulk shipping, industrial waste management, and recreation. Its key services support multiple critical infrastructure sectors and industries. Dams Sector assets irrigate at least 10 percent of U.S. cropland, help protect more than 43 percent of the U.S. population from flooding, and generate about 60 percent of electricity in the Pacific Northwest.
· Defense Industrial Base Sector: The Defense Industrial Base Sector is the worldwide industrial complex that enables research and development, as well as design, production, delivery, and maintenance of military weapons systems, subsystems, and components or parts, to meet U.S. military requirements. The Defense Industrial Base partnership consists of Department of Defense components, more than 100,000 Defense Industrial Base companies and their subcontractors who perform under contract to the Department of Defense, companies providing incidental materials and services to the Department of Defense, and government-owned/contractor-operated and government-owned/government-operated facilities. Defense Industrial Base companies include domestic and foreign entities, with production assets located in many countries. The sector provides products and services that are essential to mobilize, deploy, and sustain military operations. The Defense Industrial Base Sector does not include the commercial infrastructure of providers of services such as power, communications, transportation, or utilities that the Department of Defense uses to meet military operational requirements. These commercial infrastructure assets are addressed by other Sector-Specific Agencies.
· Emergency Services Sector: The Emergency Services Sector (ESS) is a community of millions of highly-skilled, trained personnel, along with the physical and cyber resources, that provide a wide range of prevention, preparedness, response, and recovery services during both day-to-day operations and incident response. The ESS includes geographically distributed facilities and equipment in both paid and volunteer capacities organized primarily at the federal, state, local, tribal, and territorial levels of government, such as city police departments and fire stations, county sheriff’s offices, Department of Defense police and fire departments, and town public works departments. The ESS also includes private sector resources, such as industrial fire departments, private security organizations, and private emergency medical services providers.
· Energy Sector: The U.S. energy infrastructure fuels the economy of the 21st century. Without a stable energy supply, health and welfare are threatened, and the U.S. economy cannot function. Presidential Policy Directive 21 identifies the Energy Sector as uniquely critical because it provides an “enabling function” across all critical infrastructure sectors. More than 80 percent of the country's energy infrastructure is owned by the private sector, supplying fuels to the transportation industry, electricity to households and businesses, and other sources of energy that are integral to growth and production across the nation.
· Financial Services Sector: The Financial Services Sector represents a vital component of our nation's critical infrastructure. Large-scale power outages, recent natural disasters, and an increase in the number and sophistication of cyberattacks demonstrate the wide range of potential risks facing the sector.
· Food and Agriculture Sector: The Food and Agriculture Sector is almost entirely under private ownership and is composed of an estimated 2.1 million farms, 935,000 restaurants, and more than 200,000 registered food manufacturing, processing, and storage facilities. This sector accounts for roughly one-fifth of the nation's economic activity.
· Government Facilities Sector: The Government Facilities Sector includes a wide variety of buildings, located in the United States and overseas, that are owned or leased by federal, state, local, and tribal governments. Many government facilities are open to the public for business activities, commercial transactions, or recreational activities while others that are not open to the public contain highly sensitive information, materials, processes, and equipment. These facilities include general-use office buildings and special-use military installations, embassies, courthouses, national laboratories, and structures that may house critical equipment, systems, networks, and functions. In addition to physical structures, the sector includes cyber elements that contribute to the protection of sector assets (e.g., access control systems and closed-circuit television systems) as well as individuals who perform essential functions or possess tactical, operational, or strategic knowledge.
· Healthcare and Public Health Sector: The Healthcare and Public Health Sector protects all sectors of the economy from hazards such as terrorism, infectious disease outbreaks, and natural disasters. Because the vast majority of the sector's assets are privately owned and operated, collaboration and information sharing between the public and private sectors is essential to increasing resilience of the nation's Healthcare and Public Health critical infrastructure. Operating in all U.S. states, territories, and tribal areas, the sector plays a significant role in response and recovery across all other sectors in the event of a natural or manmade disaster. While healthcare tends to be delivered and managed locally, the public health component of the sector, focused primarily on population health, is managed across all levels of government: national, state, regional, local, tribal, and territorial.
· Information Technology Sector: he Information Technology Sector is central to the nation's security, economy, and public health and safety as businesses, governments, academia, and private citizens are increasingly dependent upon Information Technology Sector functions. These virtual and distributed functions produce and provide hardware, software, and information technology systems and services, and—in collaboration with the Communications Sector—the Internet. The sector's complex and dynamic environment makes identifying threats and assessing vulnerabilities difficult and requires that these tasks be addressed in a collaborative and creative fashion.
· Interdependency: Mutually reliant relationship between entities (objects, individuals, or groups); the degree of interdependency does not need to be equal in both directions.
· Lifeline Sectors: While different stakeholders may define lifeline sectors differently, there is widespread agreement across security and resilience literature that the following four sectors fit the characteristics of lifeline sectors for every region and event: Energy (oil and natural gas / electricity), Transportation (rail, aviation, highway, public transit, and marine), Communications (and supporting IT), and Water (potable water and wastewater).
· Nuclear Reactors, Materials, and Waste Sector: Nuclear power accounts for approximately 20 percent of our nation's electrical generation, provided by 99 commercial nuclear plants.
· Transportation Systems Sector: The Department of Homeland Security and the Department of Transportation are designated as the Co-Sector-Specific Agencies for the Transportation Systems Sector. The nation's transportation system quickly, safely, and securely moves people and goods through the country and overseas.
· Water and Wastewater Systems Sector: Safe drinking water is a prerequisite for protecting public health and all human activity. Properly treated wastewater is vital for preventing disease and protecting the environment. Thus, ensuring the supply of drinking water and wastewater treatment and service is essential to modern life and the Nation’s economy.
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Appendix F: Interdependency and Cascading Impact Identification ToolsConsider including this section as an aid to assist players in identifying and visualizing the full scope of potential cascading impacts of a long-term power failure. Players should refer to their lists or diagrams throughout the exercise.


[bookmark: _Toc493159052][bookmark: _Toc493239967]Critical Infrastructure Interdependencies
Nuclear Reactors, Materials, and Waste
Chemical
Commercial Facilities
Critical Manufacturing
Dams
Defense Industrial
Emergency Services
Financial Services
Food and Agriculture
Government Facilities
Healthcare and Public Health
Information Technology
Communications
Water
Transportation
Energy


Source:  
https://www.dhs.gov/sites/default/files/
publications/nipp-ssp-energy-2015-508.pdf



[bookmark: _Toc493159053][bookmark: _Toc493239968]Interdependency Worksheet 

Use this page to diagram or list the impacts that a disruption to the Electrical Subsector would have on, at minimum, Oil and Natural Gas, Transportation Systems, Communications, and Water and Wastewater Systems. [Insert additional Sectors based on exercise objectives.] Consider in your analysis the financial, resource, and operational implications specific to your agency and/or job role, as well as the potential for web-like and circular impacts.
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Appendix G: Additional Scenario OptionsThe scenario options presented here may either be built out into scenario modules of their own, like the example earlier in this template, or can be used as additional elements to include into your exercise’s scenario.

Cyber Attack During Extreme Temperatures
As the region experiences an extreme temperature event (heatwave/cold front), the electric grid has been experiencing weather related outages such as circuits tripping and other common concerns. The Supervisory Control and Data Acquisition (SCADA) system has been working overtime during this prolonged weather incident. In one of the most populated areas of your region’s main utility provider’s service territory, the SCADA system fails, causing visibility issues for the line operators. As the operators work to redistribute the load, more issues appear. As the utility’s information technology (IT) staff begins checking the cause of the SCADA system failure, a ransomware virus is activated and multiple SCADA systems failures occur. The SCADA system is locked and bitcoin payments are demanded to provide the code to unlock the system. [OPTIONAL MODIFICATION/ADDITION: As the company successfully redistributes power across the grid to the affected region through alternative means, a key high voltage (230 kV) large power transformer is attacked by a manmade explosion presumably from the same source, strategically crippling power distribution and tripping off several other substations in the region as the system attempts to compensate.]

The timing of the event, hasty installation of the malware, [OPTIONAL ADDITION: and knowledge of a key transformer to attack] all point to an inside threat actor who likely works for the utility company. If restoration is prolonged, the attack on the grid becomes more of an emergency as the public struggles to combat the consequences of extreme temperatures without access to power, water, fuel, and communications for an undetermined amount of time.

Physical Attack 
Early this morning, as commuters begin leaving for work and the highways and side roads become flooded with vehicles, one vehicle pulls off near the main transmission substation that feeds a highly populated area in your region. This substation handles the main 765 kV transmission line that serves several nearby states. A major cellular phone network hub, a large water and sewage processing plant, and a fuel processing plant are all nearby this substation. Four individuals from the vehicle place explosives in the substations and begin shooting the two large power transformers, causing oil to spill out, circuits to trip, and damage to the buss/insulator configuration in the substation.

Several substations locally, and several others in the region, trip off, leaving thousands in the dark. It will take a substantial amount of time to fully assess the damage, but the utility begins s redistributing power across the region. All the nearby infrastructure has also been severely impacted and will be down for an extended period of time due to the damage inflicted on the substation.

It will be several months to a year before two replacement transformers will arrive and can be installed. Residents will be cut off from communications, water, and gas for the foreseeable future. 

Severe Weather
The National Weather Service is calling for an unprecedented severe weather event within the next 24-36 hours. The timing of the strongest impact of the storm is in flux and it may be another 4-6 hours before it is confirmed. The storm is anticipated to damage energy infrastructure, causing cascading failures across the region, which may last for several days.

As predicted, the storms hit, but was much stronger than expected. The force of the storm causes downed power lines, broken poles, and damage to distribution/transmission substations throughout the region. Preliminary numbers indicate over two million people are without power from the initial impact; more are being added to the number with each day that the storm rages over the region. 

After five days, the storm subsides and up to 4 million people are without power across multiple utilities and states. The utilities have begun their response and recovery efforts, but the public is growing weary of not knowing when they will have access to electricity, phone, gas, and other life necessities.  
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